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Amcndmer ** »« the Claims: 

This listing of claims will replace all prior versions and listings of claims in the 

application; 
TMqtinp; of Claims: 
1-19. (Cancelled) 

20. (durently Amended) A T=te computer implemented process 
feFfeher comprising: 

GG G ™r of value S O i> G,.^cnM r,_ aff irher the equation C, - 1 mod^^ rthc, 

8Battg! ,0,. g ,- ■^j toas^.i' n pi^im-^th^orW"Mto l.jimiiBgSL 

agaa ,i,^u g .a^^l«» ^" of .heseprime » ™ f differ fr -aa*. 

ate^teSin / JjuafeittS fl r^r tha n , 1 and wherein , v j . nnhnc otno nen, such that 
^jBd«a^U!U>^ 

.. t ^„ ^ „hli f . value ft for ■ = 1 Mi^LthAC, -- »' mod„^hfl^£,-fe 

,. . , w1 j , |, y , - nft- m -» - «»" ^" 1 ^ »* fff 

raving .commitment R ftom a demonstrator, the commitment J! having a value 
computed such that: R-r' mod,, wherein , is an integer randomly chosen by the 

demonstrator; 
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choosing m challenges d v d 2 ,...,d m randomly; 
sending the challenges d % ,d 2 ,...,d m to the demonstrator, 

receiving a response D from the demonstrator, the response D having a value computed 
such that: +-r* * «tf »Q .' '»«": D-r-tf -tf '-'OS ***** 

determining that the demonstrator is authentic if the response D has a value such that: 

commitment R , wherein, for i = , s, - +1 in the case-G, * Q,' - 1 ulod » 
G. • O; = 1 mod n and e, = -1 in the case G, = QJ mod n . 

21. (Currently Amended) 4 ^ computer implemented process a^oi diufi to claim 1 <V 
fa fiher comprising: 

||1inininrn ,.^ f ^^^ r riv a te values q.a,,....g, ^ r^ective public values 
^ * -rh prirofvlu«g„G t ^^^^r the equation g, -ft' * 1 mod* orjhe. 
eQuatios uG,- ^ Q: modn ^ ergjn^ is ^ integer greats than or equal to 1, i is_anJntegg L 
betwejsU^^ h P""^ rqunl to the product of. fjx^ej^ 

^ ^isnated by />„...,/>, itf 1r.1 T 1™ of these prime factors hrin P differ from each 
nJliri ^^ / ^ P" than I and wherein v , pohlic exponent such that , 

v - 2 » ^andj^gigin k_ i" n tt-* y p— hfl ™ e an V * 1,1P ^ 1 1 ^ 

public value G, for t = i ssuchthat G, 5gl ' mod » . ^vhjrein gjbr. 
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. = t ^ . ., , n - r m ^ m infer val r r r tntt) 1 ^ than each of the 

receiving a commitment J? from a demonstrator, the commitment * having a value 
computed using the Chinese remainder method from a series of commitment components *„the 
commit component, R, having a value such that: R, = r/ mod p, for ; = 1,...,/, wherein 
r, 7 is a series of integers randomly chosen by the demonstrator; 

choosing m challenges d u d 2 ,...,d nl randomly; 
sending the challenges d x ,d^d„ to the demonstrator; 

receiving a response D from the demonstrator, the response D being computed from a 
series of response components D J using the Chinese remainder method, the response 
components Z>, having a value such that: k qJ^ ^-^ 

and y = 

determining that the demonstrator is authentic if the response D has a value such that: 

d „c;"-..cr - <^ |||H " ^'^' , ^ i> - ,g;X modwi s equal to 

commitment X . wherein, for i = 1 m the case tf, - 1 mod i. 

G, • a' = 1 mod n and *, = -1 in the case G, = Q," mod n . 

22. (Currently Amended) A The computer implemented process ^undhifef clrim 1<V 
furth er comprising: 
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^a^^no^^ 

v , 2 ' ^niwhaem.* jsjLsefflniryja^^ re** 

receiving a token r from a demonstrator, the token r having a value such that 
7 = wherein » is ahasb function, if is a message received from the demonstrator, 

and * is a commitment having a value computtd such ft* Jt - r" mod . , wherein r is an 
integer randomly chosen by the demonstrator; 

choosing m challenges </,.<*„-■<<. randomly, 

sending the challenges d„d,.-.< l to the demonstrator; 

reaving a response D from me demonstrator, the response D havmg a vahre such ma,: 
^^^^J-^r-, £ ^g,".e/-.....e/-mod i ; and 

detenrunmgthatthemcssage is authentic if me response /> has a value such mat; 
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to the token T , wherein, for / = W« . *. - + 1 in * e case '^-1^ 

G,.fi; = lmodrtand s '" 1 inthecase ^*Q r,nodn - 

23. (Currently Amended) A »• computer implemented process ^.Jin^io rhim 1* 
fetkeF comprising: 

rH -^ r . * .f me or m nr. nrivate values ^ Q^Q^ mrt ™ pcctivc public 

values G^q, ^prirrf^ ^ ^^jg^ 
| h gJ;g ^ C,. -fl' mod. j h^mJtaUlliiFr ^ than o r equal to 1 , £ Jtafaag. 

^^X^^^MdM^LI L * « pubKc integer nqiu.1 to the product of ,/ ^y^rime. 
factoxs^^ Pr. rmi ^ rrir n,f^hHnpdiffer ff ntftome a ch 

IJkJ ^^ L i- in inr-rr r— 1 ™ d wherein v i P * * mir " ronRnt SUCl> 

v = 2* ^ndwh^lL l ; g - — ^ oaram ^ r haVinP an inl6ger ^ ^ ^ 1 ^ "* 

~* -*Hn value OfaH - 1 m - mBd^Aj^iL- 

. nnmher hav ^ r - ^ *™ 1 ™ d ^ «"* 

factors, A , .., Pr J UL*.* * tion^dnttic mjrtnr of the rinr of integers nttJato.*; 

receiving a token r from a demonstrator, the token T having a value such that 
r = h(M,R), wherein * is a hash function, M is a message received from the demonstrator, 
and J? is a commitment having a value computed out of commitment components J?, by using 
the Chinese remainder method, the commitment components Jl, having a value such that: 
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R . r • mod „ *>r ,=!,...,/ , -herein r, r ,r, fa a «*. of integers random* chosen by ,he 



\j — 1 1 P J 

demonstrator: 



choosing m challenges d„d 2i ...,d m randomly; 
sending the challenges ^.-A to the demonstrator; 

receiving a response D from the demonstrator, the response D being computed from a 
series of response components D, using the Chinese remainder method, the response 

components D, having a value such that: J,-', "Ow ' "0*/ " ' Q ^'' r < 
D. * r. <' .2, * •-■<?../" ™* Pj*" therein g,, = S, mod Pj for 

i = and yi=l,...»/; and 

determining that the message M is authentic if the response D has a value such that: 

4 ^ 0/ . GV- C^m mh^ ^.D^G^>^.-^^mod«)i S equal 

to the token T . wherein, for i - , *, = +1 m the case J,.^/ -1 mod n 
G, • G, v = 1 mod « and -1 in the case G ; = 2' mod n . 

24. (Currently Amended) The computer implemented process according to claim 20, wherein 
the challenges are such that 0 < d, < 2* -1 for i = l,...,w . 

25. (Previously presented) A The computer implemented process uu*mlii*to chim 10r 
further comprising: 

^to^^^ n , e r of on^ — ^v^ values Q„ *nA r^ecrive public 

values C„fl t ,-,G. ™* ^ °* value. verifei M either the equation G f ■ ^Imod. or 
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^ ^ m a,ed bv jT t „ , P. »~ «- «*« -» f — ^ * M dL 

v = 2- ^j^n-jM " "i "" m * ma * havin " ™ ^ ^ '' ^ 

choosing m integers , randomly, wherein i is an integer between 1 and m ; 

computing commitments *, having a value such that: * = r/ mod n for / = ; 

computing a token T having a value such that T = MM *-> • wherein * is * 

hash function producing a binary train consisting of m bits; 

identifying <he bits d u d 2 ,...,d m of the token Tjand 

^ r ,Hn. reuses D. - * fl' mud , r A = r, • mod n f or 

26. (Currently amended) The ^s^c.nmpntn- imputed process acceding to claim 
25, further comprising: 

collecting the token T and the responses D, for / = !,...,/«; and 
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det^iningthatthe^ssage M i. authentic if the response D has a value such ft* 
/.(AM*" x G\ A * G 2 l ' ,< ' , * - * m0d ") 

. D.; ■ mod, D a " • mod n,..., D.' • G*- mod ») 

~ u • fcri-i m g =» +1 in the case G, * g," 1 iuud r 
is equal to the token T , wherein, for i p= 1,..., w . ' 

G, o;=\ mod n and s, = -1 in the case G, = Q," mod h - 
27-28. (Cancelled) 

29. (New) The computer implemem^^ 
are such that 0 < rf, < 2 k - 1 for / = 1 ,..->/»» - 

, „ t . arcordine to claim 22, wherein the challenges 

30. (New) The computer implemented process according iu 

are such that 0 < d, < 2 k -1 for i = l,.-,m . 

31 . (New) Ttacim^iinpk^ 
are such that 0 £ d, < 2* -1 for f = l,--'* • 

32 (New) A computer readable medium storing instructions which when executed cause a 
processor to execute the following method: 

obtainingaset ofone or more private values Ql ,Q 2 ,...,Q„. respective public 
values G„G 1 ,...,G m ,eachpairofvalue S e,G,. verifying either the equation G,^ or 
the equation O, * Q- mod* , wherein m is an integer greater than or equal to 1 , Ms an integer 
betweenl and m, and wherein n lS a public integer equal to the product of / private pnme 

factors designated by p { „ . - 1-t two of these prime factors being different from each 

other, wherein / is an integer greater than 1 , and wherein v is a public exponent such that 
2*, and wherein K is a security parameter having an integer value greater than 1. and 
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w he«m each public value O, - <•»**• — .« h " b * ** 

primeraaors A P,.- «• is.non^crcsidu.of^^ofin.cgcm^o «; 

receivingacon— * * ^ingavduecomputed 

such that: «-,-mod n ,whereh, r is an integer randomly chosen by the demons***; 

choosing m challenge d„d^~,d, randomly, 
sending the challenges <*„</„.. ,■*, to the demonstrator; 

receiving aresponse D the demonstrator, the response D having . value computed 
such that: D = r • • fi,* • - ' S.'" ■"»»>" i ^ 

determining,** the demonstra,or is aumentic if the response D has a value such mat: 

D- x G,"' x G,'* x ... x C.'-'- mod n is equal to the commitment R . wherein, for I = 1 m . 

= Jin me case G, x -Q," = 1 mod * and s, = -1 in the case C, = S," mod « . 

33. (New) A computer readable medium storing instructions which when executed cause a 
processor to execute the followine method: 

obtainmgase. of one ormore private values Q„Q„...,Q. and respective pubhc values 

CiiCj C .,each P airofvata.sa,G, verifying either the equation G,. Q ; .\™in orthe 

equano. O, -a' mod„.wherein « is an integer greater *. or equal to 1. f isaninteger 
between! and ..and wherein - is a public integer equal to the product of / private pnme 

factors designated by p t ?/ , a. least two of these prime factors being difeentftom each 

other wherein / is an integer greater than ., and wherein v is a public exponent such mat 
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„-2' and wherein * is a security parameter having an integer valae greater than 1, and 

where in each pubhc value O, for /.I "is such that C,. g >od,., therein for 

^.aba^numberhavingani^erva.uagreaterfl.anlandsmalta.haneaciofto 

prune toons - «, ts a »on-,u.draric residue of theriug of integers moddo .-. 

receiving a commitment R from a demonstrator, the commitment R having a value 
computed using the Chinese remainder method from a series of commitment components R, , the 
commimten, components *, having a value such ft* *,-r/™d ft *» J-W. herein 
r„....r> is a series of integers randomly chosen by the demonstrator; 

choosing m challenges d„d„...,d m randomly; 
sending the challenges d„d,,...,d„ to the demonstrator; 

receiving aresponse D from the demonstrator, the response D being computed froma 

series of response component D, using the Chinese remainder method, the response 

u * n _ n rfl n dl • -O ■ d " mod p. for j-\-,f 
components Z>, having a value such that: Dj = r. • Q XJ Q 2 j - -«u 

wherein Q IJ = Q i ™d Pj for i = 1 — .m and y =],...,/; and 

a^totodo^b^iflta^ D hasavalue such that: 
£>' . C?, flrf| • Cr A • ■ C„ £ ^- mod n is equal to the comrnnment R , wherein, for f = 1,.-, /» , 
,,,+1 inthecaseC-a-lmodnand^-l in the case G,-Q, v mod n 

34. (New) A computer readable medium storing instructions which when executed cause a 
processor to execute the following method: 
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obtainingasetofoneormcre private values (?,.& Q m respective public values 

Gi>0 , G „„ ea ch pair of vdue.fi,. O, verifying either the equation G, • # - 1 mod* orthe 

equation G = O,' mod* , -herein m is an integer greater than or equal to 1, / is an integer 
between 1 and m. and wherein „ is a public integer equal to the product of / pnvate prime 

other, wherein / is an integer greater than 1, and wherein v is a public exponent such that 
v = 2\ and wherein k is a security parameter having an integer value greater than 1 . and 
where* each public value G, for * = !,.-,« - such that G, -g, 2 mod*, wherein gi for 
,-1 * isabasenumberhavinganintegervaluegreaterthan 1 and waller than each of the 
prime factors Pl ,.,p., . and „ is a non-quadratic residue of the ring of integers modulo „; 

receiving a token 7" from a demonstrator, the token T having a value such that 
r = A(tf.Jt), wherein * is a hash function, M is a message received from the demonstrator, 
and H is a commitment having a value computed such that: Jl - r* mod n . wherein r is an 
integer randomly chosen by the demonstrator; 

choosing m challenges d t ,d 2 ,...,d m randomly; 
sending the challenges d,,d 2 d„ to the demonstrator; 

receiving a response D from the demonstrator, the response D having a value such that: 
D = r • fi/'Q/* • ... ■ Qj" »»od rt ; and 

determining that the message M is authentic if the response D has a value such that: 

h(M,D y ■ G, eA ■ • ... • G,: J - mod ») is equal to the token T , wherein, for i 1 * , 

,,-+1 in the case G, • fl/ - 1 ™>d » and c, = -1 in the case C.-fi'mod*. 
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M . (New) a^^.^^*^^^^""" 

processor to execute the following method: Mirv ., ues 

— e " a -" e - ^ reSPeC " VCI „ 

c G G .eachpairofvaiuesa.G, 0,^-1— orthe 

lee. 1 and „,at,d wherein - isapu.Uo^^to^P^of / pn a,e P n„e 
to desired hy . a. I-, two of these *~ W *» 

cohere* / Uaninteger greater tnanl.and wherein " *.P-*»^»— **- 

v - 2 . therein Ms a security parameter havmg an integer value grenter man , and 
^eachpuhHc v- O, for - ^g^.wherem „ for 

,-, . ua^n^navinsan^valueg.atertnan. and^^an-hotthe 

„ n d * isanon-onadratierKidueoftherinsofintegetsmodulo n; 
prime factors p, P, . and g, is a non qua 

receiving a, oken r from a demons*ator, the token T having a value such that 
^.wLein » is a hash fc n«ion, * is a message received from the de— or, 
„, » isacon^itrnenthavingavaluecompu^ou.of^i.nentcornponen^ * ; byustng 

^^rernainderrne^thecornrntoentcomponents R, having a value *rch that: 

„,.,/«*,, ^-scries of integers randomly chosenhydre 

demonstrator, 

choosing m challenges d„d 2 ,...,d m randomly; 
sending the challenges d,,*, d. to the demonstrator; 
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™nse D ftom the demonstrator, the response D being computed from a 
receiving a response u nuiu ^ 

n using the Chinese remainder method, the response 
series of response components u } using ui 

, , . r. n "' n d * • O . rf " mod p, for ;"=1»-J ' 
components D t having a value such that: i), = ■ Qij Q,., > 

wherein e^&modp, for i-W» and y-1 /;"■>« 

^4.1. message M is authennc if the response D has a value such 

. + , in the case O, ■ g/ » 1 mod » and -I in the case G, = fl' mod » . 

36 . (New) 
suchthatO<rf ; <2*-l for 

37 . (New) The computer readable mcd^ 
such that 0 < d, < 2* -1 for / = . 

38 . (New, xta.^^^"^*^*^**' 1 ^" 

such that 0Srf,S2'-l for i=\,...,m. 

30. (New, Thec oro puwreadab,emediu mM cord tagto c 1 airn3 5 ,wh«ein,hecha.,en g e S arc 
such that OSrf, i 2* -1 for i=l 

40 . (New, Acornputerreadabie.ediums^ringinsttuctionswhichwhene.ecuKdcausea 

processor to execute the following method: 

obtainingasctofoneormoreprivatevaiucs Cft^B. - rcspecUve pubhc values 

c , G , ^.eachpairofvaluesSA verifying either the equation O.-ft'-l-d. «*• 

e,»auon G,»0," mod* , wherein * is an integer greater than or equal to 1. Ms an integer 
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hetween , and - , and wherein n is a pubHc ^ to *. product of / private prime 

factor, deseed hy „ » ai least two of these prime factors heing different from each 

other, wherein / is an integer greater than 1. and wherein v is apuhlic exponent snch .ha, 
v „. and wherein * is a security parameter ha*ng an integer vaine greater than l.and 

wherein each pubiicvalue O, for < = ! - is-hthat « mod-, wherein * for 

„ isabasennrnberhaving^inKEerv.iuegreatcr.J.aniandsmallertoneaohofthe 

pnmetactors „ is a non-onadratrc residue of the ring of integers modulo 

recording a message W to be signed; 

choosmg * integers , randomly, wherein i is an integer between 1 and m ; 
computing commitments having a value such that: W mod* for 

computing a token T having a value such that r-«**A * is a 

hash function producing a binary train consisting of m bits; 
identifying the bits rf,,^,....^ ofthe token 2';and 

computing responses />, =r, •{?,''• modn for i=l «. 

41. (New) TU computer readable medium according to claim 40,the method further 
comprising: 

collecting the token T and the responses D, fori ; and 
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detertniningthatxhetnessage M is authentic if the response D has a value such that: 
*(W,D' • G, 1 ' 1 ' 1 • • - • G: J ' ™d „) is equal to the token r , wherein, for i -l,...,m, 
* . +1 in the case G, • 0/ « 1 mod n and = -1 in the case G, = <?,' mod n . 
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